
Abstract—Despite the security community’s emphasis on 
the importance of building secure open source software (OSS), 
the number of new vulnerabilities found in OSS is increasing. 
In addition, software security is about the people that develop 
and use those applications and how their vulnerable behaviors 
can lead to exploitation. This leads to a need for reiteration of 
software security studies for OSS developments to understand 
the existing security practices and the security weakness among 
them. In this paper, a systematic review method with a socio-
technical analysis approach is applied to identify, extract and 
analyze the security studies conducted in the context of open 
source development. The findings include: (1) System 
verification is the most cited security area in OSS research; (2)
The socio-technical perspective has not gained much attention 
in this research area; and (3) No research has been conducted 
focusing on the aspects of security knowledge management in 
OSS development.  
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A. Software security areas 

B. Socio-technical perspectives 

A. Research questions

RQ1: What research has been conducted on the security 
practices and behaviors in the context of OSS development? 

RQ2: What research has been conducted on the socio-
technical security aspects associated with OSS development? 

RQ3: What research has been conducted focusing on aspects 
of security knowledge management in OSS development? 
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B. Search Strategy 

1) Search term

2) Literature resources

C. Study Selection Criteria 
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A. Publications by year 

B. Publication venues and sources types 

RQ1: What research has been conducted on the security 
practices and behaviors in the context of OSS development? 

Type Frequency %

Source Acronym No.
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Category Subcategory Publications

RQ2: What research has been conducted on the socio-
technical security aspects associated with OSS development? 

RQ3: What research has been conducted focusing on 
aspects of security knowledge management in OSS 
development? 
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Social-Technical Aspects Publications

Publication Knowledge problems addressed in the study Suggestions in the study
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A. Missing relevant publications 

B. Bias in the selection of relevant studies 
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Author Year Title ID
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