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General information:

Nature of data

Amount of data

Collection conditions

Data processing

B. Suitable datasets

nProbe
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The similarity of the network fingerprints of the tools
used and attacks performed (Fig. 1):

Correspondence of alerts to different stages of known
single attack path (Fig. 2)

Compliance of alerts and groups of alerts with the
asset impact scheme or prerequisites/consequences
model (Fig. 3)

the attack path. Real-world APT attack usually requires 
several steps to be successful [29]. 
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Variety and relevance of attacks:

Attack type balance:

Large attack number:

Presence of multi-stage (complex) attacks:

Correct anonymization:

Protocol variety

Full network coverage:

Complete documentation:

Feature sufficiency:

Correct data labeling:
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