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<?xml version="1.0" encoding="UTF-8"?> 

  <new_format xmlns="..."> 

  <generator> 

    <schema_version>0.3</schema_version> 

    <timestamp>2020-04-8_11:00</timestamp> 

     </generator> 

  <source> 

    <title>Shares feature Weakness Allows code 
injection</title> 

    <reference 
ref_url="https://threatpostxxx.com/new_vulnerability
"/> 

  </source> 

  <components> 

    <component> 

      <name>LiquidFiles</name> 

      <versions> 

        <version>before 3.3.19 </version> 

      </versions> 

      <vulnerable_component>Shares feature of 
LiquidFiles</vulnerable_component> 

      <vulnerability> 

        <type>XSS(vulnerability type according to 
ML classifier)</type> 

        <techniques>T1059.007</techniques> 

        <severity>High</severity> 

        <cve>CVE-2020-29071</cve> 

        <description_notes>The issue arises from the 
insecure rendering of HTML files uploaded to the 
platform as attachments, when the htmlview URL is 
directly accessed. The impact ranges from executing 
commands as root on the server to retrieving 
sensitive information about encrypted e-mails, 
depending on the permissions of the target 
user.</description_notes>  

      </vulnerability>  

    </component>    

    ... 

  </components> 

</new_format> 
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IEEE International Conference on Data Mining Workshops 
(ICDMW), 

IEEE/WIC/ACM International 
Conference on Web Intelligence

IEEE Conference on Intelligence 
and Security Informatics (ISI)

8th RoEduNet Conference: Networking in Education 
and Research (RoEduNet),

 IEEE International Conference on Big Data (Big 
Data)

IEEE/WIC/ACM International Conferences on Web Intelligence and 
Intelligent Agent Technology

IEEE International 
Conference on Intelligence and Security Informatics (ISI)

IEEE Intelligence and Security 
Informatics

16th EAI International Conference on 
Security and Privacy in Communication Networks

2020 IEEE Symposium on Computers and 
Communications (ISCC)

Fundamenta Informaticae
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