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One-time pad (Vernam cypher)

Alice Bob

_ [o10110 010110
One-time |110011 110011] One-time
101000 101000
Pad  la00 000 pad

) 4

v
Plaintext ’(\ Ciphertext )(\ Plaintext R
J J

Encrypt Decrypt




Requirements

mm Key sequences are truly random

mw OTP pages are used only once

mmm Plaintext length < key length

Used page should be destroyed
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Practical implementation
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One-time pad generation
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Gcs N transfer

Encryption of telemetry data (UAV side)
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Decryption of command data (UAV side)
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Conclusions

@ The proposed method uses such advantages of one-time
pad as theoretically proven perfect security, high
encryption speed and implementation simplicity.

@ It allows raising data protection level without additional
expenses on significant computational capability and high-
capacity memory.
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Further work

@ Improvement of OTP degree of randomness
& Solving of data integrity and availability problems

@ Implementation of the method in the University ITMO
project of multirotor UAV

@ Integration in MAVLink protocol (Micro Air Vehicle Link),
commonly used for micro UAVs communication
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