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Problem description

Personal information                  Mobile devices

Loss or theft Threat of disclosure

 “Text passwords are inconvenient” - Google

◦ No keyboard

◦ Bad memorability

 Graphical Passwords (GP) as an alternative

◦ Better memorability [Paivio, 2006]

◦ Ease of input (touchscreen)

◦ Higher security level [Chiasson, 2009]
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Graphical passwords issues

 Excessive variety of schemes

 Problems with storing passwords as a hash

 Absence of objective metrics

◦ “Field investigation” – usability

 expensive

 subjective

 not persuasive

◦ No theoretical assessments - security
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Project goal

Objective metrics and 

automated methods

to evaluate different GP 
schemes
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Traditional approach
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Proposed approach
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Metrics chose

 False positive error rate

◦ Valid password

 False negative error rate

◦ Non-valid password

Vitaly Petrov (SUAI)
Graphical-based user 

authentication schemes 7/14



FRUCT 9, 28/04/2011

Test bench
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Test bench GUI

 Choose algorithm
 Set parameters
 Draw password
 Learn
 Recognize

 Erase password 
template

 Export
 Save
 Load
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Test bench text interface

 Get a set of entered passwords by GUI

 Write a configuration file, start application

 Get results

◦ False negative error rate

◦ False positive error rate
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Test bench user model
 Valid changes

◦ Turning

◦ Scaling

◦ Moving

◦ Shaking

 Not valid changes
◦ New intersections

◦ New lines

◦ Points deletion
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Current status and future activities

 Done
1. Test bench development

2. Implementation of DaS and PassShapes schemes

 Current status
1. Negative test implementation

2. Proving of the model adequacy

 Future research directions
1. Comparison of existing schemes using proposed 

method

2. Improvement of DaS and PassShapes schemes 
according to the suggested metrics
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Questions?

Thank you for your attention
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