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Background

● Context information - Enriching information about an entities 
prevailing situation e.g. location, activity, role, company

● Personal information - set of all data associated with a specific 
individual - meaning only in how it associates/differentiates

● Personal trusted devices – evolution of mobile device to offers 
strong authentication of the user for number of services

● Privacy - claim to determine when, how, and to what extent 
information about them is communicated to others
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Motivational concerns

● Multiple sensors in mobile terminals

● Proliferation of mobile computing

● Ease to compose / disseminate services
● 3 Service spheres
● Societal transformation – post9/11 
● Information age participation – trade personal information

● Merging service spheres & new business models
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Motivational concerns ...

● Scattering of PI

● Diminished control over PI collection/use - re-purpose

● Trade-off, harmless, lone-information pieces 

● Compounding context + PI + service character
● Exposes “the deep truth”

● Privacy leaks in using context-aware services
● Surveillance, identity thefts, falsification ...
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Vulnerabilities & mitigation

● Acquisition & representation leaks -  in-train, with-mike, where

● Interaction leaks – Eavesdroppers, header mining - not-home

● Caching & retention vulnerabilities – how, duration

● Usage & disposal leaks - 3rd party processing 

● PI chain of custody & context life cycle
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Vulnerabilities & mitigation ...

● Key privacy questions
● Private info piece & with whom are they associated
● Withheld from whom
● Benefits & in whose interest?
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Use-case & privacy modelling

● Information screen
● local preference provision (a)
● remote personal server (a+b+c)
● Personal assistance (a+d)

PTD

Infor screen

Personal server

(a)

(b)
(c)

(d)
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Privacy modelling 

Privacy policies
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Privacy modelling ...

Personal server
● Single access tickets
● S/KEY mechanism
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Conclusion

● Overview of context-awareness & PI in services 

● How & why it is reason to be concern

● Expressed the complexity with mitigation
● Privacy paradox, UI  

● Privacy preserving implementations

● Contributions/critics/discussions/suggestions 
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